
 

  

 

  

Chapter Five 
Cyber bullying 

 

 

By the end of this chapter, the student will be able to: 

 Define Cyber bullying. 

 Identify the electronic media of cyber bullying. 

 Distinguish between cyber bullying forms. 

 Follow correct behaviors against cyber bullying. 

 Ask for   help from individuals and 
organizations responsible for safety when 
vulnerabilities occur. 
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PREFACE  

Ethics related to the Internet and all means of information and communication 

become one of the topical issues of interest that concerns individuals, 

communities and countries. 

So in this chapter we look for raising the awareness of our sons towards the 

importance of ethics dealing with the Internet, and provide them with 

information and skills required to upgrade their personnel safety regarding 

online cyber bulling. 

Through the Internet we can learn ..., entertain...., communicate and talk 

together. 

But: 

We can also acquire wrong information and know bad people. 

An intentionally aggressive behavior using electronic media for the purpose of: 

1. Harassment 

2. Annoyance 

3. Embarrassment  

4. Intimidation 

5. Threat  

6. ….etc….     . 

Electronic attackers use the following media: 

1. Electronic –Mail 

2. Electronic forums 

3. Instant Message  

4. Blogging 

5. Social media sites such as Facebook  

Forms of cyber bullying include: 

1. Anonymity: The use of pseudonyms to hide attacker personality using 
electronic media for doing impunity actions. 

2. Harassment: Aggressive messages directed against one or more persons 
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using electronic media. 
 

3. Cyber stalking: is a type of annoyance using electronic media to stalk or 
harass an individual, or a group of individuals frequently. 

4. Flaming: the post of aggressive and insulting words using electronic media. 

5. Outing: Posting information about a specific person or more improperly. 

6. Exclusion: Disregarding one or more person through electronic media. 

7. Cyber threats: Sending e-mails that carry threat or menace to one or more 
persons. 

By following the instructions below: 

 

 

 

 

 

 
 

1- AMR said to Yasmin” I want to send a message to a friend and I have no e-
mail account. Could you give me your user name and password so that I 
can send the message?” 

In your opinion, what can she do? 

Answer: She advises Amr not to share a password. 

1. Do not share a password with anyone.  
2. Set a password that cannot be deduced.  
3. Do not post any private data.  
4. Do not delete hostile or aggressive 

messages.  
5. Do not interview any one you met 

through the Internet. 
6. Do not send messages when you are 

angry.  
7. Inform your parents with what annoy 

you when you use the Internet. 
8. The download of software from the 

Internet should be done under the 
supervision of your teacher or your 
parents. 

http://en.wikipedia.org/wiki/Stalking
http://en.wikipedia.org/wiki/Harass
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2- Amr has created his own e-mail account. Yasmin tried finding his 
password by writing his name, age and, birthdate then the account was 
opened. 

In your opinion, what should he do? 

Answer: He should set a new password that cannot be deduced. 

 

3- Ramy contributed in Facebook service and published information about 
his family also posted his family‘s pictures and daily activities. A thief 
studied such information and knew when there is no person at home.....!  

In your opinion, what should he do? 

Answer: He should not post any private data. 

 

4- A student complained to his teacher that his friend insulted him in an e-
mail message. The teacher said: show me that message; the student said 
that he has deleted it. The teacher said: you lost your evidence. 

In your opinion, what should he do? 

Answer: He should not delete cyber bulling messages. 

 

5- Amr said to his father” I came to know someone in a chat room and he 
asked me for a meeting”.  

In your opinion, what was his father’s answer? 

Answer: Not to interview anyone you met through the Internet. 

 

6- A dispute happened between two students, and then one of them was 
very angry and sent an intimidated and threatening letter to the other.   

In your opinion, what should he do?  

Answer: He has to be more patient. 
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7- A student uses the Internet for doing school activities, through working in 
groups with his colleagues and whenever he uses the net , he receives 
abusive chat or instant messages .To protect himself from such attack, he 
reduces the use of the Internet to avoid such abuse. 

In your opinion, what he should do?  

Answer: He has to ask his parents for helping him to overcome that 
problem. 

8- Yasmin has downloaded one of the free programs on her computer; as a 
result, dangerous computer virus infections, to the data stored and 
belong to Yasmin’s father, appeared.  

In your opinion, what should she do?  

Answer: She has to consult her father first, before installing any 
program. 
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First: State whether the following statements are true () or false (X) 

)      ( 1- Cyber bullying is an intentionally, aggressive behavior using 
electronic media for harassment, or aggravation, or 
embarrassment, or to intimidate or threaten others. 

)      ( 2- There are no types of cyber bullying within Egyptian society. 

)      ( 3- Anonymity is considered one of the Forms of cyber bullying. 

)      ( 4- An electronic attacker aims to impose psychological pressure on 
others using multiple methods through electronic media. 

 

Second: Put ( ) next to the statements that will help you protect yourself from 

cyber bullying. 

)      ( 1- Do not share a password with others. 

)      ( 2- The password can be a birthday or something easy to remember. 

)      ( 3- Don't    post private information on the Internet. 

)      ( 4- Throw away electronic messages sent from cyber bullies or 
attackers.  

)      ( 5- Do not reply to cyber bullies, and do not believe what they 
write online. 

)      ( 6- Report about cyber bullying to the competent formations. 
 

 

Third: A person contributes in one of the social networking sites. Whenever he 

communicates with one of the members, or tries to perform a chat or an 

instant message, he notices that no one responds to him. 

What happens is a form of................ Called ... ... ... ... .... 
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Related topics that have already been studied and you can search for 

them:  

 Identification.  

 Firewall.  

 Secret codes.   

 Request for assistance  


